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13 iafuwvdsdaiiuioyafidrsedioyn mniu 1 wis (u qudwmalulad | 13
ENTAUYIA NSUMaMA (Data Center : DO) sy 2 wiswuuidniase
(udmaluladanseanime nsumaans (Data Center : DO) wagguddnsas
ﬁagaLLﬁdﬁﬁa& (Disaster Recovery : DR)

14 tfisdmmnszuvdsesasiaudoyalml Adnanmlunshsouaziiu | 14
Yoy ansadesiusivg namidlawes Hufsdssuuiessifizag
Uimsdamsmsdseaias]fuieynegaiivszdvtam

2. @aulanaluuaztaniviun 2. Raylanaliuazdaniviun
2.1 dnwauzyialy 2.1 anunznall
211 Frersaiiauesduuy 350 Swazdenvanunsainiliiulasnsy 211
uAzHANTENUN auiad u wi auwnymad lud avn samd swsuanums
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2.12

213

214

215

sufumilasimss Aamuieumshdumslinsmmvefingan
ferruduldld wesd ealaSuamuiusaunnnsumamansnaunis
AU

faneasos §159 T Aemsgunsalmaiissyaunadmn
gl ungal
faneeesindamenvBendommsuuzihnsl nmssuudsonas
JAudoyauuuid s i slvinngnssumsnsindus Aansaneysld
el 60 Jurfufraniuanndudan Faiomfnanilesiiee
wiosmneud ez

1) wauimamsiiganeagsndumslunsuushlyfudmiiyua
sevuand g Renteq snaulitferndi 15 au

2 mwand e omawusihnsings Ml wazuumnenis
uff ety Unsalvi smuavesszuun Tulasamislug Uuuuida
URUAMs

3) waud il ovnsuuzihnsld szuudseaae] Aut ey auuy
Turudieszuudedoyauuulags
Aneazsawniiumsuardanglomsuusthrunuasdeade 2.1.3
Toegfonnamnssduatumwilne dnnlidesndn 15 4 uag
avdaduduesanely 180 Ju tufmmiufiannludoan
faneeziasfulnreui ssmsvudnevezyaee uazieian eenan
fuiufURaumnass sagmndalds e fed uanmsvude
yzarlon uaneyTan furessisaiufuiiavey
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216 ;:i‘mﬁmaﬁu?ﬁgumsﬁmumamwﬁ"ﬁmLm{jﬁm’fa;&aLLUULﬁma%a 216
Yl Y Y Ay a 1} Y a wa a ¢
Tnglvilwimauwatinvesveesuee 1 AasnuuATIUnALY
wialulad asaund nsuyeian Tl ulasnaswung wagaud
naumavimss swelae i wmsena U URunaenszesan
Suusenu
217 f{veays oed wouenans uaeusalud slusunsusing 9 s mun 217
AN 73 UlATINIG SIAITINUNTI AT LA DDNLUUTZUY
AN asTUlATING AU NSUYNIVANA 89NN FWaNUNALT WY
aulAsansY iavium 2o ud v vis vaansuyaviais Wwelianunse
inlvldiwannsosen videamnsaudlals Tumevdwnyaseauy sal
VR fa o a ¢ 4 v o ad a ¢ .

JunndulWadidnvseling asuuasvunnadnyseiing (Flash Drive

38 Extemal Hard Disk) 91u2u 5 4
2.2 JafuAnNISiEnIeNEISATUWALA 2.2 dafvuansiEaenasaIumALla

221 fudaiausszdsuanuunfin wdnnsvhnu n1seeniuy 353 221
fiflumsiane invnsmsAsmauyLzesgUnsalailases
Fumeumvedey WenTNMERINTAE P INEAN
prrmanTaTesgUnTl wazszuun fieue wazmnudlstuntuims
Soms IeehaiiuszAvinm Tnedaniaushuivutorue

222 fiuteaueienhausumumsmiilunlasiauanusuazes e 222
FumeumsinifumsnieBusnasiuiuutesue

/)(\ A\ w/ poo - N ara2



@mé’nwm&awqmmn‘iumwma

ANIANEUZLANIETLEUD

223 {{ U 9lAuaR BN LBUARLARIBNENSA TUWIAT ATNUN invual) Tu

A nuaiamzamatlavesUnsalbignAssasud aumnsienstu
Hubudfeiaue

224 fiutomuorzdawhmaals suiieussm adeausvesd utu
formun uasenamuuwionn Wunedelagldieguuuns
Wiguisumuenansuuy lumsiSsudisusemsaena T ynndl
nsdifidoednsd B demmnsienansludnduiidavian £iu
Jaauasinszyliiuegsinmu ennsorrvaeulilnedelily
enenaeudiousaei Adiresmednd iy ogludndesuonis
Tn v8snansBu « Adavnienen dwiuenansiisnedddivnamn
vieTadld viesuned wiendewirdoiiuly Welvannse
amaApuiuenansSeudisuldeuasasituse Tuiufudeius

225 f{futemuedodummmisnveeanidsnn s nuamaneYes
ynvems Jiutoausldiae weuiseyTondninsiuaeiud
ihiznslidaau Inesedaduliviosuned wunnmiAfinsnu
Formmuaenameen nsdifigunaafiiventiu (Model) vi3evane
4 (Series) v aiisiuden (Option) Avsszylidaruinavdweousu
(Model) vat (Series) Tn vifefifadion (Option) titeUsznaums
fimsandmiuenansiisuan sl Udnessiesiusesdun
gnies TS avniAnsaumidiyeealuiuiutomye
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224
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2.3 UaMVUANIUNISUSNSIASINISY 2.3 FaMyUAsIUNSUSYISIASINT

fiudoeefesiiumiludnunenisuimstasms, deil
23.1 yPAINIIATINIG 231
J i utaiauasouly ranns{ 1 e Sussaumsalmaindn
Faypannsvandodia@imafnuluaminiifedss Tngasias
Us¥naumeByraINg Faselud
1) {3anslasanis (Project Manager) 18 Msf nnlaitaaninsediu 1)
Gy n smivenmaniaeuianes Irmnssumaninounawes
vieamniiniendes $au 1 au dmsuiuiaveulasimst lneses
fiuszaumsaiuazramudmnmsusmsnulasmsiifedesiv
FuMSAnRIEUURRLRWADS Lazes aU e eUsvaunInidin
msResszUUsBMAz AuTayabitieend 15 1
2) ¢ \7 vavgyd AT 8 108 oan3¥ ey a (Network Engneer) 2)
1A nwly Weosnd 1A vUT gyns A uInemans
AaN DY 3 rnTsurans pevRames vi3eeni i 77 o
Snmstaten 2 e TnefinauaRed
21) §F oamyes 1108 oansteya (Network Engineer) 71 1 2.1)
UssmetlaUnssusesnnug Ausyuuias 891evis eg Unsnl
\A3 8918 19U Certified Network Professional %3 ® Expert
Certifications seinetiae 1 Tususes waghivuneny lnenaadl
Uszaumsallumsfassruues etenenfasesbivosnda
109
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2.2) #\¥ 89908 WsTUULAS 9918 (Network Engineer) 711 22)

Ussmatednssusesemud A e euaed sanstoya 9
Certified Network Associate 8198t 1 Tususes wagly
vunony InefesiUszaunsallunsiad sszuuied evne
Aaniweslitosnin 109

23) d@nmnaiuszuummnnaends (Security) viegunsalszuu 2.3)
%ﬂmm’auﬂaamﬁaﬁ'ﬁUszmﬂﬁaﬁm%’usmmmﬁ fioaniny
Wrewdains viornantunaadi i sunsuensy lau
CompTIA CySA+ vis® CompTIA Security+ aeietiey 1 Tu
Fuses uaghivumony Tnesadiuszaumenflumsinasszuy
vive gunIniswmNUaendglidosmin 5- 10T

3) ¥ i uszuuiad ssnasiaunes uite (System Engineer) 3)

ainsAnwlidesnitssdulsyyns Auinermans

ABNIMRS AmnsTumaninouiames nieaufiiieades

Snnueeaion 2 e TnefinauasniRc

30) 5 J vy usruuies ssneuiiumes uavne (System 3.1)
Engineer) 7ifiUssmeile| MTIUTDIPING Fifendawimuszu
1A B3ABNALABT U 218 12U CompTIA Networks w38
CompTIA Cloud+ %3 8VMware Certified Professional (VCP)
i3 8Nutanix Certified Professional - Multicloud Infrastructure
(NCP - MC)) aitiee 1 TuTuses uaghivuney Tnesiosd
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Uszaumseflunshasssuuiel ssmeniamesualrielidee
M1 104

32) §f gy uszuudsesuas] Audoya (Data Backup & 32)
Recovery Specialist) i3 Tulsemetlednsiuszuuguteya
(Database) Tiluiisonsulnevily vie Ussmallotnssuses
PN INKERT U Backup & Recovery i Al sl lumsiu
Tawaue 3 o iuszmed pinssusesa g A unse ua
1A59a3 9§ T 93 A 19 u CompTIA DataSys+ 13 @ Oracle
Database Administration Certified Professional %13 © Oracle
Certified Professional, MySQL 5.7 Database Administrator
sgaien 1 Tususes uavhivumeny Tnesiasdivszaunisaily
msAess Wemssuudseuasifuteya lirfeerin 109

4) W mslasns $1wu 1 e 4)

232 UAUNMSUSIITLATINIG 232 WHUMTUSMISIATINGY
o fud U paEUBLALNITUSINSIASINS (Project Management
Plan) Tnedasuanstoyarn 4 sgdmalinsummemadeigiu
T orauei wnunsus mslasenis fazanusavililasennsi
wdnasanielunai naumaarsimuset 1l Aaumnld Tne
wrunsudstasans Adavihaueliuanaduun insusms
TA59n"57 (Gantt Chart) ¥iail B fudaEueowiluusuiiuang
FunpULALSEETNaIMSTNOUNA N S anug spBuR avd U
UUAtunsus mslasims wagyAaInsnane aauseyNs Wiy

J A - 5 C\’-/

AATAY PR <= — (3




@mé’nwmzmwlsmmn‘iumwma

ANANYMULIANIZTLEUD

WIMLIAT 1A S UL UNLNEAINNSUN VAW T8 UUTEA NS

M UNS I N SUVIVA YIS IURS OFNLTINSUNVENS 0970
3. YAUMIRANUABINITUBILASINTG

3.1 daviununsinfiueu (Action Plan) deusznousrenniunaunes
nsattiuau melu 15 Ju dudsnnivasnuludyan

3.2 andunisdne usrvsndeya Tiasizviuazsdnviaueunis
mMwuauleuiensdseanaznAudaya (Backup & Recovery Policy)
fnzauiuszuusng 9

33 andunisdamaunsaissuudiseateya s esnouiiaines
witne weviiw$ wiongunsalszuuinwanuasafeiifei oy
Tnsanisa e (Te 4. pudnuaizianznawaiaasgunsol)

3.4 FuflunindusissreianesitTeniauiiane LI 9
uazasrszuuAIaeaty au (e 3.3) uasdudunisuduuss
52UV (System Tuning) Tdarunianlunisldsuetsauysol
wazUaensiegetion fail
3.4.1 vinsusuaeszuus idulusunmasguduenuuasnse

(Security Technical Implementation Guide : STIG)

3.4.2 ¥n1suTuudaszuua Wanansadesdunisidadedlaldzu
au1n 138 Yaaduusuduurs (Ransomware) A2835013
guduRnunuunatetade (Multi-Person Authorization :
MPA)

3. YUIAAIUHBINI5VRLATINNS

3.1

3.2

33

3.4

3.4.1

34.2
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3.4.3 ¥n1susuuseuleunenisdrseataya (Policy Tuning) I
anusavivdeyaldmiuluslanea (Protocol) nsifiudnun
fiaya (Retention) fisanuuul

3.4.4 viinnsUSuussszuun Wenunsoedredeyannssuudiseadayn
wafinsuyaaadddanuegindissuulmiiaue Tannse
Aaudoyad nsumanarsdrsesl fidule Wedeatudaya
gumemninmsldanuszudlminaunu

345 vamsuiuiseszuun Iamnsndeudslwiliiueiesgnie
fivanaly (Re-established) \ievhnisdadoyadisosrailes
2nqndivganisiiioussld (Resynchronize) wialvinsyinig
drosdoyalddrdrannisiunisdrsediml mansdlszuy
\ASev1e (Network) naaly

3.4.6 YinshamegunsalssuuinuAudaonsi dmiuRndafigud
dsosdoyauvisiians Wiawsaviu Saufuunanviesy
AMUNITUIMITIANISABANAINLULTINAGUE (Security
Operation Center) ¥i30 mufinsumavassivuald

3.4.7 senuuuszuulannsafanandoaidiedmiudrsesdeya
(Backup Server) TuguuuupguinuLues (Container) el
ansafnaneszuudsesteyaldnareiestuuugunsal
YALAEINU sesfumsdnsestanaTInLes saLdg 1B vBINTUN
wansfidendldinesdun wazlianunsauiuusadunesdulm
1%

3.4.3

3.44

3.4.5

3.4.6

3.4.7

faad ~ DD
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3.5

3.6

5.7
3.8

3.9
3.10

3.11

3.4.8 szyudiseuaziAudeya Aesdansndnyisenuanegves

SEUUANT0IUBYA 1ABANNNTNBBNTIBITUNITIATIZIAY
1y Seairsesiiddliligndrsestoya wunliimsiiulnues
fufidesioya Nemumamsdsesioyadounds 14 Fu wuuse
3o wnliumsiAulmeaes saidiefiihnsdseseyauuy
erdes sammmdisvesmsdsesdoyanuuissazlnausn
Gusetu lnesenusianuadesaunsadiisldaniient
(Centralize)
AumsdnviunumMIvegeusEuy Jiesginisdafiudoyauas
AnTeinansdseuas(Audoya
Alunsivuauleuiensaisesdeyadnuan1sAny ATz
1 (f9 3.2) wiewimadey dananisal wasifiususaunanis
nagoumMsvey Weilumsimuanisiausiawesszuy s
urusadaymi fetuass
AlunIIngasteaRan1TaaaUNTENTadUAZ i ALTDYA
Javiseazideaurunisuuziingldeu n1sguasnuvigunsal
FTUUAIT0LAL] AUT DY ALAYTEUUDDNTIBULAZTIATIEN
msdniudeyaluszuudrseumasifutaya
fuunisdavingilansinsegunsal uasgeidufiameiidam
Fudumsdaiaiionsurssinussuuiiiedisesdoyaluniwsiu
uazgunsaliidam
adlumsuuzthmsldunazquasnwszuudiseuasjfudeya

3.4.8

3.5

3.6

3.7
3.8

3.9
3.10

3.11
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3.12 sflumsuugihnsidnuiazguashvssuulianzsinisdaiu
foyaluszuudiseuazAutaya
313 duflumsmageuszuunisjaudeya ay (e 3.5) nisudam
erumamsiudeya auiinsummaisiivn
4. prdnwaEawznanAtavasgUnsal

4.1 'egUnmia"'m%'u“lﬂz’fa'mLfJuLﬂ%:aqﬁ'ﬁaw’J’aadaLLUULﬁmﬁ%a (Backup
Appliance) ¥u1n 270TB #m3U DC wag DR 3117u 2 4a uAazyn
ﬁ@mé’nwm:aéwﬁaaﬁaﬁ

411 Jugunsaidrsecteyauvuidaiasa (Appliance) fignesnuuuin
i ansdrsesteyalaoianiz Tnefians auwas (Hardware) wag
oS (Software) franamsasdlies pavnemsALAeiu

4.1.2 9unsaiivaued swihausaeg Ukuuimalulad asumuiyes

Container Technology) Tnganinsaasereunialnes uiv1edmiu
n1sa1509teya (Backup Server) lanansaa (Instance) Tu
gunsalfien

1.1.3 gunsaifivauedsilmiteuszananandn dmiunsuiiumes

wivine Server) Tnetawziidl 16 unumdn (16 Core) vi3aRnda 1w
Tsitfaenin 2 iieusyinara saa3uMsyinaluy 64 bit

4.1.4 fwireanudman RAM) viln ECC DDRG 38ANn31 dUunTiu

hitiawndn 256 GB

4.1.5 fimiredauiudeya (Hard Disk) ¥ (Near Line Serial Attached
SCSI - NL-SAS) 39 (Serial Attached SCSI : SAS) WaANIN WIBEHNSH

5.12

313

4. @mé’ﬂwmxmwwmamnﬂﬁ ﬂ‘Uﬂ\‘]QUﬂiiﬁ

4.1 gunsafdwiuldeudueSesdsedoyauuuidaiaia (Backup
Appliance) 2unn 270TB dm5U DC waz DR 3147 2 YA UAazYn
ﬁ@mé’nwm:aehaﬁaaﬁaﬁ

411

4.1.2

4.13

4.14

4.1.5

4/ ;.!} ) \\ 5 -~ WD

) C‘/// Nr D
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\devgunsalifiandrseuuunma’ asvinemlsl (Hot Pluggable) uagds

ansanonAsuadutuiaduld Tneluviliseuumgavhan (Hot-
Swappable) IneiinsAnsia RAD 6 Tnnarmmrsuitaansaldamls
(Usable Capacity) 270 TB uazsasiumsuenglagean 400 TB

4.1.6 fiveadiousorsetie (Network Interface) WU 1/10 Gigabit Ethernet 4.16
wuug Unsad Sudad yayrnd (Small-Form-Factor Pluggable : SFP)
dliiiesnin 6 wesn (Port) wiouluga

417 fdoadausonievie (Network Interface) wuu 1/10 Gigabit 4.1.7
Fthernet wuu Base-T 3mnulitisenin 4 wosn (Port)
018 fdeadeusouuulviuas (Fiber Channel) anusalitesnia 4.1.8

32 Gbps visernin saulsitesnin 4 wese (Port) Inelitiusan
wosn (Port) 11417 aus asznindlnun (Node) 7 v avenediar
(Expansion Disk)

4.19  HUUATINNY LLﬁt’ﬂa\‘lﬁumiqﬂEn (Intrusion Prevention System 4.1.9
and Intrusion Detection System) UUTLUUETDT 2Ya NIDLAUD
gunsaiifiuiy sadanszusumsiiuaandauns s ssuu
(Hardening) finaq 1y seuuUUins ssuudmnudeya medudin
NTATIRTUAN )

4.1.10 Hgunsaldredoyaiinmuasndevesszuu uazlesiunslai 4.1.10
nalwiues (Cyber) MslanfAaedawds (Malicious Attack) 113
NFEUIUNTVRRNATT AU UABANY (The Security Technical

Implementation Guides : STIG)

)

1/” / A :“ s
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4.1.11 fmmmaﬂmwwﬁw%auﬁagaﬁw"wmsﬁﬁaﬂﬁ AR (Source

Deduplication) LagUananig (Media Server Deduplication)

4112 awnsadenmsdseuvanamugdeu i sy
g1AAeT (Fixed-Length) w5 aAnnuenaud iy (Varable-Length)
elinsdnsestoyaiivsdv amannty

4.1.13 aﬁmsmaq%’umﬁmLﬁU%’aaalaﬁﬁaqﬁlﬂaﬁmmuﬂ‘uﬁamﬁau
wUas (mmutable) Teyalamnussinnuesteyadises el
i Daiveizslo (Vitual Machine : VM) v3o guiayaoesifa
(Oracle Database) 38 szUUINE (File System) 1usiu

4.1.14 gunsaldrsesdeyadadissuumuauatiainielu (Compliance
Clock) w38 T aunsacUd suuvasls (mmutable Clock) L0
FasyanamesszuuUUims (Operating System) warguniol
TueSatefidifiauna (Network Time Protocol : NTP)

4.1.15 gunseldsesteyamusalinmaihsiamunasgiunnuaendy
msunUestaya (Federal Information Processing Standard 140-2
- FIPS140-2) Lﬁam’}'ﬁﬁ'a%'aylaﬁgnﬁﬁaﬂ%

4.1.16 fin3esfiamiulsedns anlunissessuszuues egevunniig
ToeldiinpTulal (WAN Acceleration) 3 anssuaun1svisemniiai
s dlsiiivszavB amaedn il enisvig ayalivestian
Tngasjaiufinmsannisifudoyat e Optimized Duplication)
Tnevhawsuiulusunsudsesdioya (Software Backup) titetae
UsgndauSunmunsiudeayaniadumesiin Bandwidth) lu

4.1.11

4.1.12

4.1.13

4.1.14

4.1.15

4.1.16

i)

a1
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mevhdmndesa (Replicate) Teyandrsasludsruddsesdoya

nasnSendAudeyanauddsedld
4.1.17 awsavimsduurdeya (Replicate) Tayandrsediilugunsal

v
14 o v

d15esday awiuld wuuannisii udeyav9au (Optimized

Duplication)

4.2 \wisownpuRamessivnY LUUT 2
- dmsuszuUeansIBULazInITinIsI i udayalussuudiToslas
fAutoya Sy 190 Sgudnunzednaieededl
421 Hwmieuszanananans (CPU) Ly 16 unuman (16 Core) ¥iaannin
dwiSumaniamesuaiting (Server) Insawy uaziarusadyann
wnfiminglsifesndt 2.9 GHz Snoulitiesnin 2 mine
4.2.2 dAvutgUszulananany (CPU) 5835 UNsUTZIIRNANUY 64 bit
Ty 18AUTIMUULAY (Cache Memory) 5ailuszéiu(Level)
\wennulivesnin 24 MB
4.23 fivheanuswdn (RAM) ailn ECC DDR4 wiofindn vunaby
1N 32 GB
424 afuagumahamuiesafanidurmegnidisenu Redundant
Array of Independent Disks : RAID) lsifoenda RAD 0, 1, 5

4.1.17

Wuu/9u
= 3 '3 a d'
WA U UTENIF oo emerseemmenessesssessesssene AR [N TNURE1 11

4.2 WapimaNRIMESuYe uULdi 2
- dmiuszuveenseunazdszinisd s ud ey aluszuudisouay
futoyn S1uam 1 90 Taudnunsatrelondieil
4.2.1

4.22

4.23

4.24
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4.2.5 ﬁwmaﬁ’mﬁuﬁay)mﬁmmﬂ%a:um'a wazlouaedayasening

AoufLnes nugUnsainani98 umes dieadiodle (Small
Computer System Interface : SCS) i amalulamsifeusouuy
BUNTN fimunrosanN1aIN SCSI (Serial Attached SCSI < SAS) ¥
faanusaseuluoanda 10,000 50U foUIT TUIAAIINY
Tyiaunmn 2 TB w5 ailafilddumiaennusiuuy Flash Memory
Tumsifiudaya (Solid State Drive : SSD) 3 8fi N1 YUINANLY
laitiosnin 960 GB smnuliteenii 4 e

426 Tdoudeuraszuuaiatie (Network Interface) WUy 10 Gb Base-T
waeRnI1 nnubiteenii 2 9e9

8.2.7 fiszuuuvia el (Power Supply) 713 naey aluia3 puif e
i elwaunsag 1gludnsead siunaguliuy Redundant w3e
annsnnenAsuldunees s vhaueglnglbinssvufussuy
LU Hot Swap 9114U 2 i

- dmiuszuunsavseulaantanas (Malware Host Scan) d1uau 1 90
Snnsnunzes ool
428 flvnheuszanananans (CPU) wuu 16 unuvian (16 Core) visannin
dwiiunsumesiaitng (Server) Inaawy uasilrusdyaa
g laitfesndn 29 GHz Swnilsitesning wiwe

4.2.5
4.26
a27
BB WU/ e
NARSUIUSUNF R ATIUIENAP oo

- dmsuszuuRsRdeulsandanis (Malware Host Scan) 91u7u 1 9a
finuinwnzat el
4.2.8

| ..
’\/ ‘)/1 )«/‘L&,

A 5200
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4.2.9 InuleUsslananan (CPU) 5895 UN1sUsTNRIaNanuy 64 bit

{M8aUIMUY Cache Memory Tauluseau (Level) inenfiu
laitiasnmn 24 MB

4.2.10 finureANImMan (RAM) viin ECC DDR4 %30AN71 U1A
laitfoundn 32 GB |

4.2.11 avfuayumsynauudsensenaniuanegnididaeiu (Redundant
Array of Independent Disks : RAID) lsitiosnia RAD 0, 1, 5

4.2.12 fimisedaiutoyavinnisdousie uazloushedoyasening
apuR A3 fug Unsal s owd umes waead eale (Small
Computter System Interface : SCS) %3 aAlulad mad ousauuy
AUNTY A Waus 889AN19N SCSI (Serial Attached SCS1 : SAS)
fsianasaseuldosndn 10,000 saU AU VUINAIINY
laitfesndn 2 TB wio ailafi 99 uniremisdmuy Flash Memory
Tunsiiudeya (Solid State Drive : SSD) %38/ N1 YUIAAINY
lsitipenin 960 GB dmnulsitieunin 4 wiiae

4.2.13 fiveadiouraseuuiai oty (Network Interface) Wuu 10 Gb Base-T
a1 Innulitsemi 2 989

4.2.9

4.2.10

4211

4.2.12

4.2.13

of

FH)
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AuANBslaniziiEue

4.2.14 fisguuwnasangll (Power Supply) Midivianeyaluad sadeniu

1 ol a11509 101 WEd15993 snunaziuldwuu Redundant 3o
amnsonenieulivniaiewsvhnueglaghinsenuiuszuuuuy
Hot Swap 977U 2 viiae

4.3 gunsainszanedoyey1nd 10 GbE Switch §w3u DC uaz DR d1uau 2
0 udazynSlnnENunzaE1TDERE
431 Lﬂuqﬂﬂ‘iiﬁﬂiﬁﬂ]’lﬂﬁ'ﬂujm’lm%ﬁﬂ 10 Gigabit Ethemet fivnemdusziy
Fuesote Layer 3 Husthaion fwesnidansenuiulitesni
24 Wa3n
Tt anueninsaUszanana wazdeinildnmelussesnamie
(Switching Fabric Capacity) laitiaenin 1.4 Tops Wavananinaany
Yoyl litiesnd 900 Mpps.
flwosa (Port) 1 aurawAS a9 e wWUU 1/10 Gigabit Ethemet (R)-45)
%38 10 Gigabit Ethemet (R-45) 139 1/10 Gigabit Ethemet Wuu
SFP/SFP+ 158 Ainanla litesnin 24 wesa (Port) lauaws au
Module fiftemesonstdan feil
1) nsdliauawasa (Port) wuu 1/10 SFP Ethernet (SFP/SFP+)
Aoalaue Module viin 10 GBase-T (RJ-45) 917U 12 e
%38 10G SFP+ SR (Multimode Fiber) §217u 12 18 was
1000Base-T (RJ-45) F1uau 12 wie Juetaiay

4.3.2

433

4.2.14

......................... Wuu/5u
SEARNUSTYI

NARANUTEINA

4.3 gunsalnszanedayaas 10 GbE Switch d1w¥u DC wag DR 41uu 2
U winzyniinaEnunreoedsil
431

432

433

1)

7 b

- 0’/; A58
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434 @nInTeIsuNIYINUYed IP Routing 14 2 Version %an ¢idil IPv4

Routes 111198071 256,000 18un13 (Routes) a2 IPv6 Routes
T3ivlawnin 80,000 Eum e (Routes)

435 @wn3nvin IP Routing Protocol leiuA Static Route, Open

Shortest Path First (OSPF), Open Shortest Path First version 3
(OSPFv3), Intermediate System to Intermediate System (IS-IS),
Intermediate System to Intermediate System version 6 (IS-
ISv6), Border Gateway Protocol (BGP), Virtual Routing and
Forwarding (VRF) wag Policy Based Routing (PBR) la

436 @NTTBITUNMTYIN Multicast lALn Intemet Group Management

Protocol (IGMP), Internet Group Management Protocol Snooping
(IGMP Snooping) wa PIM Sparse Mode (PIM-SM) 161

437 aunsnasiansevneaiiou (Virtual Network) uuias aunelaf aag

1Uslnmaa (Protocol) Virtual Extensible LAN (VXLAN) tiag Border
Gateway Protocol - Ethemnet VPN (BGP-EVPN) lst

4,38 Nilsduieaivayunnuddens (Reliability) vy

Tuszuuasetne Teun Multi-Chassis Link Aggregation (M-LAG),
Virtual Router Redundancy Protocol (VRRP), Bidirectional
Forwarding Detection (BFD) dwiulusiamea (Protocol) Open
Shortest Path First (OSPF), Border Gateway Protocol (BGP), Static
Routes, Intermediate System to Intermediate System (IS-IS),
Virtual Extensible LAN (VXLAN)

434

4.35

4.3.6

437

438

-/
Lot

R V)
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4.39 afuayumMvh Quality of Service (QoS) laun Traffic Classification,
Access Control List (ACL), Committed Access Rate (CAR), Re-
marking, Traffic Shaping

4.3.10 afuayumsvhaus i umisedanudeya (Storage) lngsesiy
sy STusianea (Protocol) smsgiud [ddmiuid ousle
g Unsal oL ut ey alug Uiuy Storage Area Network (SAN)
pULAS 818 TCP/P (Internet Small Computer System Interface :
SCS) izensidaurars avner B mesidin (Ethemet) viioRndala

4.3.11 annsouimsdamsrugduuumsldnuseuuneuiunes vie
gandusHudumasive (Interface) wuutanl 1y (Command-
Line-Mode) %15 ad7un auszaiuns il nsznd 1 Wiulusunsy
ABLALADS Y3 BI¥UU Graphical User Interface (GUI) 11

4.3.12 fiszuuuvasa gl (Power Supply) 71 5inaney alues safendiy
i el anngnd welndrsesd st unazulduuy Redundant w5 e
aunsooenAeulivameiesiahnueglaglinssmuiuszuuiuy
Hot Swap 91U 2 e

439

4.3.10

4.3.11

4.3.12

el i \ =S
=N\ sy & o= ~ <« s N
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43.13 gUnsalfasaunsaiinuaa (Configuration) Atlusnasgy

efiudhusruuuSmsiamsietetsvesnsumavansiistegs
[ia5895UMIU3msinnis nsiiseda (Monitoring) Wagnas
msIvdpudnIuNITAlviNIuYetg Unsalla uuugud nans
(Centralized Management) 9&14auy 50!

4.4 gunsnlszuuinwinruuaeadiy (dmivAansguddisesdoya
wisiaas) S1uau 1 yn Tandnunzosaioeil

4.4.1 Wugunsal Firewall 91 Next Generation Firewall wuu Appliance

4.42 ﬁﬂ%mmmw‘%m’fagaﬁLmﬂwﬁmfﬁ'ummiaﬂﬁsmaNaﬁaa'wia
Tglugaaaamile (Application Throughput) lsitfaenda 2.6 Gbps
nazUszdninngeanvesnisdeteyaniuremiuniayie
dausaiiou (Virtual Private Network : VPN) Tngldluslanea
(Protocol) IPsec (IPsec VPN Throughput) liitiaenin 1 Gbps

4.4.3 3l Threat Prevention Throughput laitieemin 1.2 Gbps #38ANnIn

444 Teowmuideradeurersetns (Ethemet Port) Wuu 10/100/1000
weAnIdunlivasnii 6 wase (Port)

445 fHszuupsuiamesiaiunsaiien; wasuiuusasednsnimenn
Jayalalaednlud@ (Machine Learing) N13A519ntMALA
$ane37u (Domain Generation Algorithms : DGA) Ll 931AT12%

4313

gvie.. T 7 VI

HEnSTIUsTVA.
4.4 gunsafszuuinwiauUasnds (Fmsuiansdiguddisestoya
wisiene) $1uau 1 ya Snndnunzesnaioedil
441
4.4.2

4.43
4.4.4

4.45
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4.4.6

4.4.7

448

4.4.9

Aansnl Jaafulawumdusunse (Malicious Domain) 7iliiiae

wusnnewla

amnInnTIndU uagdiaatu DNS Tunneling Ividuguisuy Known
uaz Unknown i atfesriumsaluedoyalusadng Hiugamna
Domain Name System (DNS) |
H52UUnT197U (Advanced Malware) §Ukuun1slaus wuuiasa
(Advanced Persistent Threats : APT) Mnlwdtenans (nspect)
arursanimuauluuies nyiAuUasnn e Security Policy A
Al (User), ngafl¥an (User Group) visegunsn (Machine) e
MMIYINUTINAY (Integrate) Wiumsivund g e 14 (Active
Directory : AD) lst

aruayun1snsvaaug lWliinseudusinu (Authentication)
fail sWaru (Password) n3en19idsuse Lﬁ'aﬁqﬂﬁﬁ’w%a
szozlnaluuinisves cﬂ%’ (Remote Authentication Dial In
User Service : RADIUS) #3aluslamaa (Protocol) fildlunas
AIRERUMAY UazmuAuNMIfiegunIniiaTatne (Terminal
Access Controller Access-Control System : TACACS) %13 9358UU
msﬁqaﬁﬁ’wmwuaaa‘ifum 29U (Two-Factor Authentication)
Huseaios

4.4.10 @11150 k99U Routing Wuunisivuatdunislulaiovienay

\Feus uagduinaiduniaeslaednlul@ (Dynamic Routing)
@ unOpen Shortest Path First (OSPF), Autonomous Systems (AS),

a.4.6

a.4.7

4.4.8

4.4.9

4.4.10

M
LOEN

Y
A\
(

4\i oA

30
/
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Border Gateway Protocol (BGP), Routing Information Protocol

(RIP), Internet Group Management Protocol (IGMP), Protocol
Independent Multicast (PIM) Taduagatioy

4.4.11 9UnTni \aued aed muausnlunisseasunisde Log
(Security Log) / Incident luffaunanwasu (Platform) USmsdnns
svuumUaenseT] nsuviasiley Wenufinsumavianstivun
TmmAnuInge

45 wEesdnsadliiin vunn 6KVA/GKW S1uau 1 an Sinmudnunzegnaios
et

451 Wuesewhsodwihfifaunaidditlidesnin 6000vA/6000W

452 szuumsvieuudadiniiuuvaenss (Double Conversion)
Farholilwiihfisneligunsairevisilnanimgs uazadesunn
(True Online Double Conversion Design) AUANATTYINAU
fraszuunszuIumsulasluin msusunssaulii msdanig
LUALAB3 uazssuunTaTudefanatnldetaudugl uay
520157 (Digital Signal Processing : DSP)

453 IuunmoIuuu Sealed Lead Acid Maintenance Free (SLA MF)

454 TMinAoUanInIsineIuLuy LCD Display @nsauandanIzng
naldsatl UPS Status, Load Level, Battery Level, Input/Output
Voltage, Discharge Timer ¥ Fault Conditions

4411

Ve e WYY/ e
HEnfaI T .... HAATIUTENIAL.
4.5 wFasdrsadlui auim 6KVA/6KW dhuau 1 9a Haudnuugegutiey

L4
ot

fatd

451
452

4.53
454

/\// - \B-V
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455 fi53uU Emergency Power Off (EPO) titodnszuu UPS Tunsl
anidule
456  AuuAnTRML Input Fush vieRmidel
o WSIFUUNTT 220Vac £20%
- AR 50/60 Hz +/- 10 %
» Power Factor >0.99
457  AuuanTRMY Output dush videRndnwel
° WSNUDBN 220Vac. +/- 1 %
« AAANDBN 50/60 Hz +/- 0.1 %
« 3iAn Total Hammonic Distortion (THD) < 1.5 % at linear load
» 3 Wave From lvivhaneendiu Pure sine wave
458 iUszavisnw AC mode laitipenin 94%
4.5.9 #5zuutasiu Surge Protection, Overload Protection Wag Short
Circuit Protection
4510 anunsovhausutuesesifialwiils Generator Compatible)
4.5.11 Iwa3n (Port) d'qyey1eu Recommended Standard-232 (RS-232)
wae USB niauwaviuas (Software) muaunTIveeunsvinemizes
\A5 padsaelil 1 (UPS Monitoring and Controlling Software)
annsvinauu Windows OS, Linux and MAC a0
4.5.12 31 Slot 5935 Simple Network Managerment Protocol (SNMP) i
muANATRABUMSNNUTENA3 asdsadli T uusiives

(Web Browser) lat

455

456

457

458
459

4.5.10
4511

4.5.12

- / V:(\:g\ <
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4513 WHurdndomnldasumssuseannsguningd amignamns wen.

1291 igist 1-2553,1291 1w 2-2553 wag 1291 iaial 3-2555

4.5.14 Tssmuddnredlaiuinasgunissdn 1SO 9001:2015 uwagiAsyu
s anndan 1SO 14001:2015

4.5.15 @mn3ausMITIANIsaUNIaliueNsLIS (Software) M3Biiy
U3 (Web Browser) ldi

4516 annsoRasaiiug Rack i

4.6 fdmivinfunTomouianesuazaunsal wuui 1 (vun 36U)
S 1§ Tandnunsenatosded
461 Uug Rack wuula vunalideendt 36 U
062 rERAWANEAFsUEsnEAuUUTUSE W iR Raeiy
AU Electro-galvanized steel sheet
463 Haoadeulni dnnulitendt 10 e
464 fiveaudmsuszuenuiou Witeendt 2 i

4.7 veveilmedeiia LED sunalitiaenda 42 §ia wiaugunsniusznau
S1uau 1 90 Tneflandnunratnalosdsl
4.7.1 Jussueiines via LED 3 0an31 dmsunuszuui 1523
(Surveillance System) %5 as8UUHEUNR (Monitoring)

45.13

4514

4515

4516
g0 oo AR s WU/ Uik
AP EUTUTEN oo BB ATIUTEY I oo

4.6 gamsuianuasasrsanamasiasgUnsal Luun 1 (uuna 36U) 31

= s

19 Jpuanuees19aenatl

e

4.6.1

4.6.2

463

4.6.4
307 U/ e
HARAUIUSZVAL. SBATIUTANI o

4.7 vousilwasviia LED awialiviesnd 42 19 wiaug Unsaivsenauy
T 1 ¥ lnefinauinuneeg1etiandsil
4.7.1

~ " SEAN
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4.7.2 ﬁqmamﬂ”ﬁﬂaaﬁmmﬁﬁwﬁaamw (Optical Anti-Blue light)
il

4.73 ipuautivssiuueasagiouuuniings (Anti-Glare)

4.7.4  5935UANAIDEANTNUUIA 4K 13BANT

4.7.5 s835ugnduda (Number of Touch Points) laitiesndt 10 9m
VERRheR

4.7.6 fnuleUszananana (CPU) wuu 8 uAuuan (8 Core) Maannan
wa¥nueANUIMEN (RAM) 8 GB #39AN11 WaznieAIuan
nwlu (Flash) agretioy 64 GB

4.7.7 fianlnalusa (Built-in Speaker) ag1atioy 2 7 wazlinady
laitloenin 10 W

4.7.8 sessunmstdaunisuasliaesiegunsal USB (USB Dongle)
wuv Type-C Iidusenetioy

4.7.9 ses¥unsiieusia HOMI, Com Port, USB Type-A, USB Type<C uae
RJ-45 (10/100/1000) ¥ 8RN

4.7.10 frnsauuudadeu Rolling Stand) waeudild 360 aen uazsossy
dminlalsitosnin 50 Alansu

4.7.11 flgUnsaivenednyans HOMI (HOMI Extender) 7111 sa auuy
HDMI, VGA, RJ45 wag USB 311U 1 6

a4.7.2

4.7.3
4.7.4
4.7.5

4.7.6

a.7.7
4.7.8
4.7.9
4.7.10
4.7.11

v
gvio...

WUu/qu

HARNUNUTENEA...

........ B ATIUTEI .o

N
—~i [ TA
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48 A199T MPLS dm5y Replicate Taya vunprnialitiosnda 50
Mbps w¥as Router 31uau 24 29a5-1fiau usiazaeas-iau Innanunzadg
Teesail

481 1Wunas MPLS dwsudnunteoya Replicate) Yoyaszuudised
uazdfudayaiiausniulaseinis fiflvuinnrundtlidesnds
50 Mbps n3au Router Inefiionanssusasannusy

4.9 gL USMIInMIsruLdsosas]Audayauuy Capacity License
1 TB 119 193 9a usiazyailnnueinuuy atsiioadsil

49.1 Wuvewswsmadseasmsijiudeyauuusimgud (Centralized
Management) WU e usaUszamg [fiuunsiiln (Console GU)
w3 odqum evszanug IFuuuns il ng 1 e vusiioes
(Web-based Graphical User Interface : WebGUI) lagisl 89813150
AARULIEUUUR RN Windows %38 Linux Ifiluetialios

4.9.2 annsnsesiumsdnsestayaind aeqnyed { sruuUf URnag
wastaluil 1 uee 191t ey Windows, AlX, Solaris, HP-UX, Redhat,
SUSE, CentOS, Oracle Linux, UBUNTU

493 sesiumsdsedeyares Application Database #ine 9 leluguuuu
Online Backup 1 Oracle, SAP, Informix, DB2, SAP ASE, Microsoft
SQL Server Microsoft Exchange Server, Microsoft SharePoint,

48 A12995 MPLS dm3U Replicate taya aunanuialiitfosndt 50
Mbps w¥au Router 917U 24 2995-1ADY UAazIws-1ADY NAnanUzaE1
foudii

481

fvio o HUU/TU S———
AR RYVATEERYG BRATUTENR .o
4.9 ganduafuImsiansssuudsasaziAutayawu Capacity License
1 TB $1u3u 193 Yn udazyailnndnue adnationdiall
491

49.2

493

=

.&
i

g7

/

,:/ nr‘h\% 0
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4.9.4

495

4.9.6

4.9.7

4.9.8

4.9.9

Microsoft Active Directory, MySQL, MariaDB, PostgreSQL, SQLite
annsmhenldadedisusiasiimsdorioyaey
sesfumsdsesienanuulifeeiadadusunmuaiy (Agentless) 709
Joyausznvszuulnduuunszate (Distributed File Syster) 19u
Hadoop wag HBASE Lagn15e 44 0y aluunszenaesy 8ana
(Parallel Stearning) WiaifiuUszAvnm
ansndsesdeyasruuiiduuuiatiou (Virual) 16 s VMWare
vSphere, Microsoft Hyper-V, Nutanix AHV LUy Agentless 161
@130 Download 8ya File %38 Folder 31N VM Backup Image
lnenssinumihdiuseUssaugliuuunsiinfianmnsadii
wagldomusnuiuusrives (Web-based User Interface : WebUI)
TnglaisnTudosindeonduns (Software) Frseaumiaioiiug
dunsadenmsdsesuvanmuTd Ul auumLETAA
(Fixed-Length) 1158 A 1uUsHu (Variable-Length) i alvinns
drsasdiaaliuszavinmnniy

ansadaldaugndoya SQL Aigndsetld :ingunsaidses
%’agaﬁﬁmﬂua

annsadsesuazdudoyalngldindacilo Namespaces vos
Touwuas a dmsunisdanisuasUszauaunsunulues
(Kubernetes) let saufiadenldsddunsgAuteyauisdau Wy
ConfigMaps, Namespaces, Secrets, Persistent Volume & g1 9y

494

495

4.9.6

a9.7

498

499

o

R

X
- / A"-‘\x)-'\f\
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U U e (Web-based User Interface : WebUl) Tngs 84

Tonulanu Kubemetes, OpenShift, Tanzu ttag GKE Husenalon
4.9.10 sssumsiniivdeyadseduuvuliannsoudlald (mmutable) 4.9.10
wazliannsagnauvieaanaulule (Indelible) Taudaseasy
Uoyalaluwuy Enterprise wag Compliance 1@ nUszLnnves
Joyadnses 917ldu VM, Oracle Database, File System 1dugu

4.9.11 ansouanInuRaUNAreINITATIlaNa (Anomaly Detection) 4.9.11
gl anun T uusiwes (Web-based User Interface : WebUl)
RN eI NTRH

4.9.12 asavinisdnasndnudeya (Replicate Backup Image) 4.9.12

wuuanAuTdau (Deduplication) MnAudnsufianesvan
Wsgudnauiuneddrsedd lasguninidisemazjaudeya
(Backup Appliance) 7'?\1aaa@uéﬁmmlﬂuﬁaizmnﬁu FRRE!
auaglawuiy Yudslunsdigunsaldisewuazdautoya
(Backup Appliance) ﬁqué‘lm@uéwﬁqﬁﬁmmqﬂmaﬁﬁmqLLas
nAuvaya (Backup Appliance) AdnqudAdaneinaunay
anansndleyala

1913 wonduaf (Software) drseadayafitnauadasausaray 4.9.13
surugUnsalinsaanazifuleya (Backup Appliance) fiuae
wagszuudseayaiiuls laegreiiusedvinm

'
fi J_J . D .
Q/j; '}’ :N ‘,\: /" /\(l D DE A ™~ A - N
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4.9.14 ﬁﬁ*uﬁ‘ﬂ%miﬁﬁﬁﬁaaLLazrj“ﬁaadaﬁ'\mulﬂﬁaan’h 193 TB

4.10 awawIsdmIUssnTeruMasinTzimsdanudeyalussuudises

uaziAudoya 1TB 9733 193 Y¥n usinzyn lnnnyaizagetioudsl

4.10.1 wansuad (Software) i nauedeauisayiiniseansieey
wazdiaseninisldanuvesgunsal viiessuu lngaunsasesdu
n1svharufugunsal vieszuudifaniudies (On-Premises)
Aaa (Cloud)

4102 v (Software) fthiauedesdinsidruwuurndeyasn
wwa s 9 wanualiuunineifies (Single Pane of Glass
SPOG) sumtidauAeUszanuilduuunTnTianansaiinie uadld
N IUUSTIWE3 (Web-based User Interface : WebUl)

1103 wovAwWS (Software) fiviaued sl sUnuumsiivdeyauuy

Agentless

4.10.4 WA WY (Software) 7 tiaued 845845 UNTRONTIBNY UaE

Fipsgyimsidau ssuumsdasaadiou (Virtualization) 19 1y

VMware Wiag Hyper-V

ol uag (Software) 7l Uianad 845043 UNT0BNTIENU UL

Sinsrevdinsld o i et oy awnd oeil lilasgndsesdoya

(Unprotected Data) Uuizuua"ﬁa\‘iﬁal\lja‘lﬁ' 19U Veritas

4.10.5

49.14

) WU/ e
A TN TINL s WRATIUTEN oo
4.10 evidwsEmiussnseuasdinTsinsdanudeyalussuudiies
wazfiudoya 178 $1uu 193 ya urazyn Sqadnumzetaiondsil
4.10.1

4.10.2

4.103

4.104

4.10.5

!‘/ \\

Nl
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Netbackup, Veritas Backup Exec, Veeam, Commvault, Avamar,

Networker

8106 wolsus (Software) 7l 1hiaues pe5095 UN1T0ONTIENY LAY
Aewinslinuvesgunsaldsesdoyaiiflulasenislé

4.10.7 @oWs a3 (Software) Ml aued 945895 UN150BNTIEN UaE
ezinsldnunisdaniuioya (Disk Usage) uagusgAnsnm
MY (Performance) sautian1svinsanausuaag (Capadity
Planning) 19\

4.10.8 @awdus (Software) 7l ianed 045895 UN1T09NTIBNY UL
Jmseinmsldnuueassedinaenus (Client Usage)

4.10.9 @5aUSULAITIBNUAUAIUA 89N (Customizable Report)
vaulFamusinag 1a

4.10.10 @130 Monitor Uagaanieauszuudsestayaniglimsldam
st oy 193 TB ol

4.11 yalWsunsuszuvufuinsdmiueseseuianetusidng (Server)
dwsusossumiaguszuaananans (CPU) litfosndn 16 unuvan (16 core)
ffiaadvsgndewmungune 90 4 yn udazyanuanuuzed1eioudil

4.10.6

4.10.7

4.10.8
4.109
4.10.10

3R N

.................. =T 1) ——

HARAIUSEINA

BAANUTEN e

4.11 yalsunsussuulURmsdmiuiesasnaniunesiaiing (Server)

Fmsusassuniieuszanananas (CPU) litiawndn 16 wnunan (16 core)
{ 4 =] ] ' v &
niFvEVSgNFRIMUNgINg U 4 YA wiazyRlAnENYnzaEpe el

1 ! CD
Q—x/él mx%/l)?\\‘} (:'J '\{ A\ "\ —;) (>

A
/ & "™
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4111 WugalusunsussuuUfiimsdmiuiesenenfamesute 4.11.1
(Server) @msusassumieUszanananans (CPU) laidoandn
16 unumdn (16 Core) iilavAnsgnaosmungine
Gy N o WU/Uenrsmstnss
R ATNUTINI s MAPTUSEIIL e
5. MIENUAUYDINTUVINNATS 5. MIAUUAYUYDINTINIMA
nsuvnmeazsneeazmnliugneie msdiuuSeuey
uawdiusyAvsmmil
51 nsumaaasagddunsdamanud o eid uanui ufvaauves 5.1
wiilesens
52 nsumavassezddunsdadmiind snoseuazan waslideya | 52
Renfuszuunenfamesnsuvmavan
53 nsunmavzeyunalvidveannsoly waraninsodeloyanussuy | 53
P BB ENTYBINTUNMEN AUV
6. Raulyduq 6. foulyduq
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(Proof of Concept : POQ)

2.3.1 fangiuvaiauariaaniou Tun1si T naaEBULaZENSH
d' a = (dl' A o o 7 :I v o [
1) 1A30snpuNiInes wiagUnTaidu ° fsndudmsunisuseunana NansunTNagay
a A ° v v
A1SANSH ﬂ’J’mmm'ﬁﬂLLaSﬂ’J"IJJL‘UEJ’J‘IHEQ%UU&’]S@GLLE}M_}F}U‘UEmuaLLUULﬁﬂLﬂ%‘-\]

¢l 0o & ) ' 2 ' =g v oo W ° v v
2) gunsaiiduiulunsifenreinietienlidmivnsnadeussuudisotuasiautoya
wuutnlasa

2.3.2 3e7i nsumnmardewanien Ao aouilumsmedeuuasnisansa yaudaudeliilyi
Eutalaue

48

L

A -
’g(é\w"’ 3(7?'@3\\‘} i 3 =1 /& A, C_f/ G0



S18aZPEANITNAFU

s

dBudaiausrasdnwisngunsalinmaandunisvagounuiadad nsumanasaiiuua dail

= L4
iwauaamn'\ﬂwﬂmuuu ASLUU

1. ugneHan1sAaneAuUasaisuasssuud1sestaya (Backup System) Iunilneuas 21
WiAUAZLULLAY 100 Azwuy Tneunaindateunad

1.1 fvum 1P Address figansaidntiaszuvdisaslaniunt WebU! vasgunsaldisestoya
Tagdaamuuan1sidifavanuy WebUl uag CLI 6

- fiwun IP Address flagidhiiasinu WebU! 0
vosgunsaldsasvaualila

- fmualel 1 JUuuy 7

- ivuale 2 guuuy 15

1.2 msfinuageygynnisissveinanssunianudesluszuudisosdoya (Multi-Person
Approval / Multi-Person Authentication : MPA) wiu n1saudayandisaslinouiuy
niae1g , N13Uiuuiainlulaendy

- 1 3wy 7
- 2 3duuu 15
1.3 @usansiagauaAnuiaunivasdoyaluszuudisastayald (Anomaly Detect)
Tagsnunsansdauaauiiainivedeyaiidrseuaznsiegeumainuiinuni
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- la 1 3wy 7
- ¥l 2 sUuuy 15

1.4 gnunsanmuanisirdayaiidrsesld vin1g Scan w1 Malware 1o NeilofRvensaLLny
AaERULee (on-demand) 1aiin1s Replicate Yayalun DR-Site

“ a’mmr‘hwuﬂm'iﬁﬁagaﬁﬁﬁaqﬁmﬁmﬁ Scan 1 20
Malware ¢ Tnevinlétanns scan ladaamsaunudie
AULBY (on-demand) WazmsasATls scan LuUFBsiin1sHe
Afmuatiane Wefims Replicate foyaluil DR-Site
40
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1.5 nsdrsesdayaluinudeiuninuslunseaulald wu WORM Storage
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2. ANUEINNTAveeszUUlunTSETas (Backup) uazfaudaya (Restore) dwiuszuuaudidny
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2.1 Backup/Restore Vmwafe, Oracle, SQL 20

2.2 msiinweriunfiiteaiiuasdnmsszuniaiiouats (VM) mnszuudisestoya 15
Wl ulaedalisaaipuiuil Tnevilandeugiuvas VM wagldanulsass

2.3 LLamﬁwLLuzﬂﬂLLaxamuznﬁé‘\y'whmmﬂaaﬂﬁ’waﬁsuuﬁﬁaa%’auya ol 1>
Hlumunmeuoaniiiennuuasafogegals

2.4 afuayunsAnsdulsEnauraessuUdTasdayaaualdsng Version o
mMiluguuuu container

2.5 uanansnardmiu asaaeuauiululdigldnueragalaud wu wuu 2
Hijack Session b waziilawuaulinuni fesaunsaduiunisindnsnns
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