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2.3.2  WHUNITUTAISIATINIG 2.3.2 unun1UIMsIAsING
Eutoiauedosausununisuimislasanisa (Project
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(mndl) malassms = ffwteluil
3.7.1 flumsinsagunsalssuutuiinuasasnaeudninmsidngs
38UV (Privileged Access Management) 377U 1 %N lng
drefousssumsuazUszanuauiudmiig nsumavans lu
MswseNanuil yvanelavlefiuennsaiieimuadns
Jeusaldau usmsdans ndeumuiman (Template) #39
uleune (Policy) mrsgémtmc:d.ﬁ.m,jxsmmzawc_,_,%wxm.ag
Tgauldegnedivszansnm
3.7.2 fiflumsindegunsalssuunnadeuiasiumsuanansily
15818 (Network Detection and Response) $1uau 1 4n
negueseaniounisuazUssanuauiuidmiing nsums
vians lumsinsouanuil gavanoiavlefiuennsaiiiafvune
mMsideumeldary uimsdanis wieuwmuman (Template)
viaulsureaulasasie Security Policy fuzay 8ndi
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3.7.3 §U1eRBaus JULUUIAYINSI8UATUNS D189 TULARINANTS

nuvesssuuvsegunsaifitauenulasins Jsdenndeniu

3.7

3.7.1

3.7.2

3.7.3

Qzﬂs\mm\i\ &Tﬂ o @;),\J\r




AANYMZIANIZYDINTUN N AMANWALIANIETILEUD

Ussianvessvuuviiegunsaifiiauonnilasens esesiuns
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3.6 guenewiilumsigednwgunsal (Hardware) seangdvdns 3.6

(License) wagawian Firmware Subscription auvfiaguuuuves

NARAuAMLEUe 1Wussezan 2 9

4.1 gunselfszuutiuiinuazasasauaninisidiiszuy (Privileged 4.1 gunsalszuutiuiinuazasavasuaninindnfieszuy (Privileged
Access Management) 39U 1 9¥n JAnuanwuzag1tia Access Management) 37U 1 Y0 fiRanwuzag19tae
Faeluil Faraluid
4.1.1 Jugunsaivieszuuieenuuuinlasawziievimifinugu 4.1.1

Aauvasanslunisleeiu Privileged Account Taganunse
USMIIANSIRAEY uazAluAuiszianisidau Privileged
Session titeanAuAEs9INN15gNTaNR wavannsoneuland
ALAIUABINITYBY Compliance lanunsaniupuuazith
se3ansldau Privileged Session 16 §1uiumusduay
dldnustatey 20 Active user W38 Admin

4.1.2 annsaasusianiuves Privileged Account anug791287 4.1.2
AMuA Laznasannisltulaesnlugd® (One-time

Password)
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4.1.3 anansavuiinnsldinu Privileged Session laglaidpsines 4.1.3
Agent uazannsadentuiinamesyuulatevnedigenislé
Tnesa43u protocol fsreluiildiduatatios
- Command line: SSH/X1, Telnet, Telnet 3270, Telnet

5250
- Graphic: RDP/RemoteApp, VNC
- Database: MySQL, MS SQL (TDS)
- Web: HTTP, HTTPS

4.1.4 @13190 Joining live sessions, Viewing sessions, Pausing 4.1.4
connection, Terminating connection Wag Sharing session
loviunilaegauaszuy

4.1.5 @nnsatufinnslganu Privileged Session Tuguuwuuwes 4.1.5
Video Recordings %38 Record Session ¢

4.1.6 awsanvum policy rm@a@amcadwc%%aﬁumxegs.cc 4.1.6
SEUUTIMUAN 19U Keystrokes uag Commands 16

4.1.7 sesfumstuiinuagtheenlugluuuunuanalwdiale wu AV, 4.1.7
MPEG-2, MJPEG way FLV 1Jumu

4.1.8 awnsneensenuielddamiunsvasunsldau Privileged 4.1.8
Session Hsmm@am&@tgmmm_ﬁm@e%m Account access report,
Safe access report, Server access report, User access

report, User activity report, user report sy
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4.19

4.1.10

4.1.11

4.1.12

4.1.13

4.1.14

4.1.15

s

3833U Mobile Application dmiuggualunisdudugdsae
WAlgusTUU
finsaaiummvasadfuvesdoyaiignifutuiin Taedoya
wYNIIIIANIEY AES-XTS 256

5993UMSVNIUTINAU Ticketing systems 19U Service
Now M3afniitesesfunisvinnusaufuszuu Ticketing
System uag IT Service Management (ITSM) [EILERY
Uow

seafumslinuluga Efficiency Analyzer w3e Efficiency
Analysis 1a3asilon15TiAszsilsEavanmansyinay Tne
d@7U130 Upgrade License

3993UYIN9UUAY External authentication WU CERB,
RADIUS, LDAP, Active Directory, Azure, SMS, wagz DUO
Jusu

5895U Client Applications vuiadoaldauldia Putty,
Microsoft Remote desktop, TightVNC Viewer, SQL Server
Management Studio Jufu

fimalulad Artificial Intelligence v5awmaluladiasneyt
WOANIUN151Y91U (Behavioral Analytics/Al) Tuns

WATIBINGANTTUNINTZYIRAUNRSEIINLTaTULe

4.1.10

4.1.11

4.1.12

4.1.13

4.1.14

4.1.15
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4.1.16 aunsauaniteyaaiinvesngAnssunisnszinusaslusing
(Model profiles) 1useatioassil True Positive Rate
(TPR), False Positive Rate (FPR) waz Area Under ROC
curve (AUROC) vi38 Metric 3u 9 Aifisuinlsidusy

4.1.17 @ u1sauTMISIANISHIUNIG Web-based a8 HTTPS 1ot

4.2 gunIalszuunTIvdsuLasAumisananluAiatie (Network
Detection and Response) 31u2u 1 Yn lAadnwuzag1etion
Fastaluil
a.2.1 Jugunsaluuy Appliance Mioonuuusniiiensiaduuas

MBUAUBINBIBANAIUNINATEYE (Security Analytics /
Detect and Response %38 Network Detection and
Response) lneiame wazlilygunsaiuszinn NGFW %3e
IPS
4.2.2 Wuszuuivimiingadu Advanced Threat WauinANII0l
fifinnudedluaiote

4.2.3 fisyuy Advanced Threat Detection fiaunsansaadu

ﬁﬂmzwmtema,\ﬂ Known wag Unknown Malware

4.2.4 @n5anTINTUNGANTIUNHAUNG (Abnormal Behavior

Detection) 3MnvUaya Network Traffic lusgeau Layer 3 fis

4.1.16

4.1.17

4.2 gunsalszuunTivdaunasAumisanauluiaIatne (Network
Detection and Response) 31U2U 1 9n Ruanvuzat1we
Fastaluil
4.2.1

4.2.2
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4.25

4.2.6

a.2.7

4.2.8

4.2.9

Layer 7 lalaen1siinsievideyainotny lg¥uan SPAN
%38 Mirror Network Traffic n3991ngUnsal Network Tap 16
Wueehaley
aunsninsiteyainiatnglalaesessul3unm Network
Throughput %38 NDR Sniffer Throughput lsitiaenia 10
Gbps WwuU Singel Port Wag 20 Gbps Wuu Dual Port %158
Aggregate Throughput wazidvansldausesiusuy IP 16
laiveenin 10,000 IP Addresses 3@ User %38 Devices

il Network Interface Mlfidousassuuindatiaiiansiady
UAETADUALBINBAUANAY WU 10G Base-T #s0 SFP+ %30
a1 latlesnin 2 wesm wiew Transceiver Module wuu
Multi Mode lsitipanin 2 &2

il Network Interface #ldd@msun1svi Hight Availability
WUU 10/100/1000 Base-T %38 SFP wiseanInlutiaenin 1
WO

A1130R5IIUANYADANENIUNATOUIBIYUY Encrypted
attack, Malicious web campaigns, Weak ciphers,
Vulnerable protocols, IP and DNS-based botnet attacks
Iduegratio

ANUNIAYNIUTINAUIZUUDY 9 1YY 52UV SIEM, SOAR uag

4.2.5

4.2.6

4.2.7

4.2.8

4.2.9

1Uslemaa Syslog, REST API, ICAP, NetFlow LUusu

e Ax B o Gyt
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4.2.10 ansonsnapulia uasnsvuadeyanlusinaea 3s
annsonulduuaietne fueludidueehaies
4.2.10.1 File-based analyses: 32-bit and 64-bit PE -
Web based, text, and PE files 11 EXE, PDF,
MSOFFICE, HTML, ZIP, POWERSHELL, BAT,
SHELLSCRIPT, PERLSCRIPT, DLL, PYTHON, CSS,
JPEG, GIF, TIFF, PNG, BMP, MPEG, MOV, MP3,
WMA, WAV, AV
4.2.10.2 NDR engine: TCP, UDP, ICMP, ICMP6, TLS,
HTTP, SMB, SMTP, SSH, FTP, POP3, DNS, IRC,
IMAP, RTSP, RPC, SIP, RDP, SNMP, MYSQL,
MSSQL, PGSQL usthatiae
4.2.11 aunsoiudeyaitensraaeudieisni Sniff mode, ICAP,
Network File Share wag APl submission
4.2.12 awnsavin Allow list uag Deny list lneldnauautives
Hash silusansasldilueeneas
4213 @nunsevin Baseline dwiunansmdumuiaunfvemiinie
4.2.14 annsodinsmaudaieulviiudguaszuulneutanisuds
WwauusarUszivile 1 IPS Attack, Botnet Anomaly,

Encrypted Attack, Suspicious Activity WHusiy

4.2.10

4.2.10.1

4.2.10.2

4.2.11

4.2.12

4.2.13
4.2.14
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4.2.15 @unInszynIed s Ussiannislanivsednuuzues
Malware 1¢im13 MITRE ATT&CK

4.2.16 awnsansndunslaudimintuneluniedeld

4.2.17 @wnsavi Role Base Access dmiudaualuusiagseaud
wanenafiule 1wy Visual Security Analyst, System
Configuration, System Maintenance lsiJusgatiay

4.2.18 i Storage wuu SSD vualsivasnin 7 TB ndawin RAID 1
Wuegraies
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MANLNAINNIS IAAZIUY

> 8= o {
NSAlSTUULUANUATASIREDUANE NMSIUNNs2UU (Privileged Access Management)

1.1 gunsaiszuutuiinuazasIadauansn1stnneszuL (Privileged Access Management) (3awaz 20)

ASLUUY

1.1.1  Usz@ndnmnu Scalability & Session Sharing tu
e  FUIUNTIBITUNISIaURBlUSY Server T nIUIU (Unlimited)

® Sharing session T¥NINFALATEUU AULUINI compliance 13U 1SO 27001, NIST 1384N13ATI9@BUAINTIULALA

1.1.2  Command & Keystroke Policy Control Ltu

® nun Policy rﬂwﬂwam\c%%@ﬂ&gw\dmxegs (Keystroke/Command Filtering & Blocking)

1.1.3 Mobile-based Access Approval LU

® Mobile Application dusunistiudiu (Approval) Aauldnfis Target Server

1.1.4  Al-based behavioral analysis ¥3aAnIUNBYIBIATIZINGANTIURAUNATZNIN Session LU
® Mouse biometric (RDP) / (#529@0URAMURAUNRIINAIAGOULLNE)
® Keyboard biometric (RDP) / (A539@UNGANTIUNITAUN)

® Semantic behavioral analysis (SSH) / (ASIVEABUANIUVING/LIAUUDIAEA)

R gt D W.
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1.1.5  Behavioral Model Metrics & Reporting wIsuansloyaatfveIngAnssun1snssRawsazTUsING (Model profiles) n3e Metric
SIVRLaY
® True Positive Rate (TPR) / (81351N1505293UQNA84)
® False Positive Rate (FPR) / (8m31N135433ABURANATR)

® Area Under ROC Curve (AUROC) / Amm,dimumsmgsewﬁuddsﬁam: Tnofiansaunsia TPR uas FPR)

o/ ¢ L4
NANLNMUINNSG IAAZILUY

aE%:dEusM@emdE%itmédgmudc&:ﬂzgmusﬂammdmsm:j_,.mjmﬁucd (Privileged Access Management) LU1498 80
@Eméeusm@a@dé33\_zmd:m9mudcm\:ﬂ:_,_,muq_muemwdmsm:d__&;mﬁu,cc (Privileged Access Management) (Juluauveuiunanu 90
ANANYAIEUI DU ULIAA NN T SEUUTUR AUAEATIREDUAYISMIANTsTUU (Privileged Access Managerent) 819 ATUYNTD AN 100
JarmyuadulumuaNuRBINTUBINSUNIINA

ATUUY

1.2 gunsalszuunsRdauLazAUMABAnAAluATaU1e (Network Detection and Response) (3eaz 20)

Network Detection and Response (NDR) Performance Capabilities

@nauanmnsamulszaniameesszuunldeularneuauasisanauluAIety)

1.1.1 aussauznIsasIvd@auLazIATIzianls (Malware Analysis Performance) Ltu

e US1nun3nsiatu Malware Litioenin 150,000 Tnd/4qlus

1.1.2 anwansalumsdunuszsiandeanatumelassineUszamiiien (Malware Classification by ANN)

® F1uun Malware ¢ae ANN laitiaenin 20 gUuuu

Y a

1.2.3 &tzmsm\egsmzmsﬁf_%@mﬁt Compliance Mapping mchsmmJ: NIST Cybersecurity Framework ke 2024 KuppingerCole

Leadership Compass for Network Detection and Response

ozqf\) % | &Ax S @S;\L. @/X%t\vsxﬁ W,
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as ¢ L4
NANLNLINNT IFAZILLY

ANENYIZUAZAINANNTNTZUURTIRADULAZ AU BANA1LTLAT DY (Network Detection and Response) #iiaueiinl1uanunsnmy

YaULIANUlAMIULNUN

80

ANANYIZLAZAIINEILTNTEUUATRABULAAUMNABANA1LTATBY18 (Network Detection and Response) #ilausiinl1uanunsniniti

sryniodedaladngeninnu wazdulunuAnuioInsueInsumIamaid

100

2.A71UN5

2.1 LAAILUIAA N1TDRNIUY UANNITINNUTRIaUNIaliauanulasnis  (Saua 5)

AZLLUU

as ¢ L4
NANLNUNNNT RS UUL

- fileNA1TUANIULIARN N1TBBNKUY UANNTSYINNUYRIgUNIaln ualuAsudiu / Lufiaudaiau

50

- JlENANTLAAILUIAA N1TOBNLUU Sm\zjgmﬁgagtdwa@i:mﬁmJ wardIUUIMIIANISATUNIU Jeusznaulume Network

€ ad °

Diagram uanimsifpusiauarn13inangunsal Jnsaniunsinds I5nsiliouse TURBUNITNAGBUTBITEUUM WIBUNTUIMNTIANTT

gunsaifaue anudaau ihluldleass wutiwszavninmaenadeiuaudnuuzyesgunsaindoussuuaivauuiiaue

100

2.2 A3 AUty vesinau (Fava 5)

ATLUY

v 1%

el o W
E@ﬁé@rﬁﬁ@ﬂwamﬁdimﬂjgﬂﬁ@dﬁm

1) Uszmetodns Neanlauidvananiunniuiausnulasinis (PAM 158 NDR) ag1atay 1 lususes

2) HUsznetieins (Certified Network Professional : CNP) 31w 1 Tususes

3) fivszmadetnsauszuuauUasndy (Security) niogunInissuuanulasnsieioaniaaidnvaindnium e CompTIA

CySA+ w3n CompTIA Security+ 91U 1 Tususas

s L4 v
MANINMNNIT RS WY

- Aunuiivsemeteinsasuautan1num

80

- Auuiivsematisuinsasutiu e 3 99 wazdunnnUeniiun

100
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2.3 anuwdaulunisaniulasinis (3aeay 5)

AZUUL

- WHUNISANTULATINTG

- aumFenvesguiuint (Call Center) Amnsanlae fieandonnishndeszuus uazgunsal Sneaunden Usznoude Aanssy
szpznanuesionsy fiufintey Tasddumamsninusizuauiduanlasinis wavaumiauaududnis (Call Center) wioutamiens
Ansie
naninagin1svazwu

- filenanswansanundeulunisaiulasanis warAunTauesruduInTg (Call Center) uiliasudiu liimudaau 50

- flenansuaniaunselunsanidulasang wasaunsaNTaIAuduINIg (Call Center) Asutu daudaiau ihlUldleass 100
3.msurseinwnaznisiulseiu (Sewas 5 AZUUU

fiudoiauespaausseaziBunnisizeinugunsalurieszeznaniulseiu Faszneude (1) wumanisidithgsine (2)

swazdoansiissinuguniaiuiazads uas (3) wumimsdenusuuazudlutiymesgunsallutisszevianiuuseiu (4) uwums
Famgunsaimaunu Tnefinasinsliasuuy feil
NENINMIINIT Az UL

- fllenansuamsaunsaulumsungednwnaziuusziulasenis waldasudiu ludianudaiau 50

- flenansuansanuniaulunsingsshvuazSulssiulasenis asuiu danudaau dilvldlaess wu fenasniswisuay 100
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