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3.7.2 suflumsinsegunsnissuunsideulazumsnaly
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vas lumsiSeuaniuil yavneiavlefivoawmsaiiormuns
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Ussanvesssuuviegunsaifiauenilasing tiesesiums
afuayunmsdluNMsuIMsIanIsAuUasnieraInumng
wala

3.6 Huesesuiumstigeinugunsal (Hardware) Aoengavans 3.6

(License) wagdWan Firmware Subscription AuTUAFULUUYY

nanAuaaue Wusseziial 2 U

4.1 m%mamucd&ﬁmz_._,musﬂam@cmswﬂ:d&\dmﬁudd (Privileged 4.1 @_%mamuccm:m::musﬂam@dmsm:d&.dmﬁud,c (Privileged
Access Management) 371U 1 4n dAmuanwazat1tiay Access Management) 31u7u 1 9a diRudnwzatos
Fasoluil Fasoluil
4.1.1 Wugunsaiveszuuiivenuuuinlagiawizitevimiifiniunu 4.1.1

Aauvasanslunisleeiu Privileged Account laganunse
UIMsIanssvianu uazaruauiseieanisldau Privileged
Session (ieanAMIAEN9INN1SQRLaNf wazaninsanoulang
AUAURBINI5YBY Compliance laanunsaauauuazidh
5539319914 Privileged Session 161 91uUA NI MU
HlHupgnelas 20 Active user ¥38 Admin

4.1.2 ansaideuswaniuges Privileged Account mugaaiai 4.1.2
A wasnaannnsldaulagdnludd (One-time

Password)
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4.1.3 aansatufinnsldau Privileged Session lelaulsidasfinn 4.1.3
Agent uazannsadentuiinamizsruulanemsinesnsld
Taesae3u protocol sareluiildifuetatios
- Command line: SSH/X1, Telnet, Telnet 3270, Telnet

5250
- Graphic: RDP/RemoteApp, VNC
- Database: MySQL, MS SQL (TDS)
- Web: HTTP, HTTPS

4.1.4 @190 Joining live sessions, Viewing sessions, Pausing 4.14
connection, Terminating connection W& Sharing session
loviuiilnedauassuy

4.1.5 annsaduiinnsldan Privileged Session luguiuuwes 4.1.5
Video Recordings %38 Record Session g1

4.1.6 annsafvun policy Wilatestunisiumasiiltoygmuu 4.1.6
muddﬂ__mudmt \9u Keystrokes wag Commands &

4.1.7 seafumstuiinuasihesnluzuuuvuiuanalnainle wu AV, 4.1.7
MPEG-2, MJPEG wag FLV (Tusu

4.1.8 awsoeensenuielddmiunsivasunslenu Privileged 4.1.8
Session Hsm&mbm&@mmmmzm@e%m\ Account access report,
Safe access report, Server access report, User access

report, User activity report, user report Dusu
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4.1.9

4.1.10

4.1.11

4.1.12

4.1.13

4.1.14

4.1.15

5843U Mobile Application dwiuggualunistiudugiove
WH9UTEUY
fimstestumuasaisvesteyaiignifutuiin Tnsdoya
WYNIITANIEY AES-XTS 256

3935UNINNIUTIAY Ticketing systems 19U Service
Now v3afininitesasiunsviiarusaudussuu Ticketing
System wag IT Service Management (ITSM) Tédusena
oy

seafumsldauluga Efficiency Analyzer %3e Efficiency
Analysis \a3esiionsiaseiuszansnmnsyiney Tng
d11190 Upgrade License

58995UMN9UIIUNAY External authentication 1w CERB,
RADIUS, LDAP, Active Directory, Azure, SMS, wag DUO
Wusiu

58950 Client Applications vuiAesgldalsiay Putty,
Microsoft Remote desktop, TightVNC Viewer, SQL Server
Management Studio Wusiu

fimalulad Artificial Intelligence nSawmalulagiasieyt
weAN33uN319911 (Behavioral Analytics/Al) Tuns
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4.1.16 @ansauanteyaatifvesnginssunisnssinusaslusing
(Model profiles) (fustatioasaii True Positive Rate
(TPR), False Positive Rate (FPR) uwag Area Under ROC
curve (AUROC) w38 Metric Bu q Miieuwilaidusu

4.1.17 @U15USWITIANISHIUNIG Web-based fae HTTPS 16

4.2 gunsalszuunsivdaunasAumfeanauluniatng (Network
Detection and Response) 31u7u 1 Ya figuanwazatntioy
Fasialuil
4.2.1 Wugunsaiuuu Appliance Mepnuuusiiensadunay
MBUAUBIRBAEANAIUNINATEYIE (Security Analytics /
Detect and Response %38 Network Detection and
Response) lngiamz wazliliaunsaiussnn NGFW wse
IPS

4.22 Wuszuuiimihiingadu Advanced Threat WazwMANI30l
fifimudeduaiote

4.23 $l52UU Advanced Threat Detection fianansaonsadu
samzﬂze%% Known wag Unknown Malware

4.2.4 annsonTvdungAnssuiiiaund (Abnormal Behavior

Detection) fz,mwtem Network Traffic Tuszeu Layer 3 fis

4.1.16

4.1.17

4.2 gunsalszuunTIvdauLazAuMAeAnA luATatne (Network

Detection and Response) 31u7u 1 9a fifaidnwazatneay
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4.2.1
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4.2.3
4.2.4
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4.2.5

4.2.6

4.2.7

4.2.8

4.2.9

Layer 7 ldlasn1siinsnzvideyainetie Aldsuain SPAN
%38 Mirror Network Traffic ,smmf:md:mgm Network Tap %1
Jueehatias
annsndinseiveyainiavielalaesesul3unm Network
Throughput %38 NDR Sniffer Throughput lLitaenin 10
Gbps WU Singel Port waz 20 Gbps WUy Dual Port %38
Aggregate Throughput wazidvansldausesuswau P 1§
laiveenan 10,000 IP Addresses %38 User 38 Devices

il Network Interface #ildidousiasyuuinietneiiiansiadu
LATABUAUBIRBAUANAIYN WUU 10G Base-T %58 SFP+ w30
ana1 lideenin 2 wesm wiey Transceiver Module wuu
Multi Mode laiipanin 2 i

il Network Interface #ildd@m3un1svi Hicht Availability
WUU 10/100/1000 Base-T %38 SFP wiefnilutesnin 1
WO

ANU130M599UANYABANBYINLATEV Y Encrypted
attack, Malicious web campaigns, Weak ciphers,
Vulnerable protocols, IP and DNS-based botnet attacks
Ialuagatios

ANTOVINUTILAUTEUUDY 9 LU 58UV SIEM, SOAR waz

4.2.5

4.2.6

4.2.7

4.2.8

4.2.9

TUslmmea Syslog, REST AP, ICAP, NetFlow 1Uusu
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4.2.10 awnsansvaeulnd uaznssuateyannluslnaea 3
annsanulduuadetne faseluiiifuetaies
4.2.10.1 File-based analyses: 32-bit and 64-bit PE -
Web based, text, and PE files 1 EXE, PDF,
MSOFFICE, HTML, ZIP, POWERSHELL, BAT,
SHELLSCRIPT, PERLSCRIPT, DLL, PYTHON, CSS,
JPEG, GIF, TIFF, PNG, BMP, MPEG, MOV, MP3,
WMA, WAV, AVI
4.2.10.2 NDR engine: TCP, UDP, ICMP, ICMP6, TLS,
HTTP, SMB, SMTP, SSH, FTP, POP3, DNS, IRC,
IMAP, RTSP, RPC, SIP, RDP, SNMP, MYSQL,
MSSQL, PGSQL Jusgatiay
4.211 awnsodudeyaiiiensivaeudedsai Sniff mode, ICAP,
Network File Share wag API submission
4.2.12 aansavin Allow list wag Deny list Ineldanaudfives
Hash susinsesididusenatiey
4213 @3V Baseline diumnsnduanuiaunAremnia
4.2.14 aansadinsmsudaseulviugauassuulasuunisud
WouwsazUszLnnle 1w IPS Attack, Botnet Anomaly,

Encrypted Attack, Suspicious Activity Jusu

4.2.10

4.2.10.1

4.2.10.2

4.2.11

4.2.12

4.2.13
4.2.14
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4.2.15 @aunInsEyYnIednss Useannislauiviednyuzues

Malware 9m13 MITRE ATT&CK

' 1%
a =

4.2.16 @w15an5393uNslauamintuneluasevnels

4.2.17

s

a@w138%h Role Base Access dwsufiaualuusiayseiui
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VANLNAIINNIS IAAZLUY

NSAISEUUTUTNUAZASIAEDUAVS N5LUN0 952UU (Privileged Access Management) #iduaiitneusinnsiiazuun il

1.1 gunsalszuutuiinuaznaaauansMsiteszu (Privileged Access Management) (§awaz 20)

ASLUU

1.1.1  Usz@nSaweu Scalability & Session Sharing 19u
e FuumMIIRsuMIsusalUdl Server LA RI1UIU (Unlimited)

® Sharing session muiz&@;mmudc ANUWINTA compliance 1y 1SO 27001, NIST 1389N13MTI90UAINTIULALD

1.1.2  Command & Keystroke Policy Control Ltu

® i wum Policy rﬂ.@awam\:%%ﬂgﬁ?@xeg (Keystroke/Command Filtering & Blocking)

1.1.3 Mobile-based Access Approval 1y

® Mobile Application @usuni1stiudiu (Approval) Aoulinfis Target Server

1.1.4  Al-based behavioral analysis ¥30ANILNeYIBIATILANANTTURAUNFTENIN Session LAy
® Mouse biometric (RDP) / (a519@8um1uiaUnfiaInnsindouind)
® Keyboard biometric (RDP) / (A519@8UNGANITUNITARUN)

® Semantic behavioral analysis (SSH) / (RFIVABUANIUMING/LIAUNVBIAIEQ)
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1.1.5  Behavioral Model Metrics & Reporting vIeuanIdayaatfveIngAnTsun1snsERausaslusInG (Model profiles) e Metric
3 Wy
® True Positive Rate (TPR) / (8r51N1305293UQNA84)
® False Positive Rate (FPR) / (8R31N135U3UADURANATR)

® Area Under ROC Curve (AUROC) / (@3UUs¥@NSNMWU8333uUAsINNY Tngfa1sausia TPR wag FPR)

s ¢ 4
RANLNUNNNT MAZLUY

AANBULNSDTBULIAAI NI STUUTUINUAZATIABUANS MG 52U (Privileged Access Management) iunadia 80

[ = Lo ] a o Y 2 5 <
ANANYULYE Y ULIAANANLN IO STULTUTINUAZATIRdaUAVISN1SINTaszUU (Privileged Access Management) 1ulumuvauiunnu 90
AMA NP VI DU ULIAAILAINNIO ST UUTUT NUAERT IR UANSMIU1G352UU (Privileged Access Management) 181983AsUNNY® AN 100
JarundulunuamIufeIn1sueInsuNImaIs
1.2 aunsalszuunssaukazAumnsisanaaluniatne (Network Detection and Response) (Fa8ag 20) AZUUY

Network Detection and Response (NDR) Performance Capabilities

@nAuanusasulsEansnmusssuunTivdeuLaznouauasisanaulunIete)

1.1.1 dussnuLNIInsIvaauLazIlAsIzutaulns (Malware Analysis Performance) 1y

e  USununInsHadu Malware liitfaendn 150,000 Tnd/4alus

1.1.2 anuamnsalumsiuunussiandeanatumelasneyszamiisn (Malware Classification by ANN)

® J1uun Malware fg ANN liiandn 20 guuuu

o«

123 &ﬁzmsm\agmzﬂfmsmuﬁéﬂ? Compliance Mapping m\dtgs,mmé NIST Cybersecurity Framework Wag 2024 KuppingerCole

Leadership Compass for Network Detection and Response
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AFNYIZIAL AN NANTNTEUURTIRABULAZAUMABANANLTASaY1 (Network Detection and Response) #ilausiiAi1uanunsnniil

YDULIRNULARILLNUN

80

ANENYIZ LAY AT INANNTTNTEUUATRABULGLAUMABANALTATEUY (Network Detection and Response) MilaueiiAuaunsnfining

syyvisesdaldingenitnadt wasdulumuanuseinsvensumma

100

2.A7NUN3BUKALAIULYN BTN

2.1 WARILUIAA N1TBBNUUY NaNNITIINURIRUNsaliaueniulasInis  (Savas 5)

ATLUU

s ¢ L4
NANLNMUINT IAAZLUY

- filenansuanduudfin N3eBNLUY NaNN1TINMULasgUnsalt ualidasuiiu / linnudaau

50

- fILBNATUANIULIAN N1TDRNUUY NANNITVINNUYRIRUNIAIM LavdIuuImsInNIsATUNIU JaUsznauluaie Network

f ad °

Diagram wanaNsifousianarn13inaegunsal JMsandunsinns 5n15ieuse TUABUNITNIARBUTBITEUU WIBUNITUIMIIANTS

gunsaiiaus Ianudaau iluldlaase wiutwssavinmasnadesiuaudnvusvesgunsainsaussuuatvayuiiaus

100

2.2 Au3 ANUTIIY vesiNe (Favas 5)

ATLLUUY

n\L v v < L%
mmﬁewrmdwﬁwaaddmujgaiECSM

¢ aiad

1) fivsznatetns Neanlaeidveindniunnduauanulasiniss (PAM 13 NDR) ag1etiay 1 Tususes

2) HUsznAteUns (Certified Network Professional : CNP) 91uau 1 lususes

3) fivssmadednsauszuuaulasasiy (Security) vsagunsnissuuamuUasnfeieanlnaiinveininiue wie CompTIA

CySA+ 1138 CompTIA Security+ 31U 1 Tuuses
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2.3 anuwdaulunisaniulasinis (Gosas 5)

TUUU

- wnunsaudulasenis

- mumFenesguduinT (Call Center) Amnsantae fiswanBonnishnmeszuus uazgunsal Ssvaunden Usznousy Aanssy
FEULIANTBININTTU BT URAYOU Hsm%&c53gja%ﬁamggmamﬁsﬂmﬂB.M wazAMUWToNAUIUINIS (Call Center) WiBUYBININTT
AnGD
naninaein1s Az

- flenansuanianuniedluntsaiiulasans wazamunisuvasruduinig (Call Center) usiliinsudnu lufianudaau 50

- fenansuwanianunianlunsaiiulasens wazanuniauresruduing (Call Center) Asutau frudaau diluldleass 100
3.msu3esnwnazn1siulsenu (Sevaz 5) AZUUU

Hiudalausfoaausnvaziunnisthssinmaunsallurieszosnariulseiu dausznouss (1) uumenaditizednw (2)

swanBuamstigsinvgunsaiusazads uaz (3) wumanmstenuuwazuilylgmvesgunsallutnsseziianiuuseiu (@) ununis
Famgunsainaunu Tnefinurinstinzuuu fod
naninuainsvnzuuy

- fllenansuansanunsanlunisunsssnyinaziulseiulasenis ualiasudiu lifiaugdamau 50

- flnansuansanunionlunsingednuviwas fulseiulaseinis asutiu danudanu thldldldess wu Senansniswisuniny 100
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